
Dawood Osman 
 

+917418890249 

(mr.dawood249@gmail.com) 

SOC Analyst 
 

SOC Analyst and experienced IT professional, with a vested interest in Cyber Security and   Penetration Testing. 
Acquired the CompTIA Security+ and CCNA through self-teaching methods,. Has a demonstrated history of 
working in the information technology and services industry. Skilled in many IT related areas, organized and 
dependable candidate who is successful at managing multiple priorities with a positive attitude. Willingness to take 
on added responsibilities to meet team goals. 

 

EDUCATION 
 
B.Sc. Cloud Technology and Information Security 

Rathinam Collage of Arts and Science 
05/2020 – 05/2023 (Coimbatore, Tamil Nadu, INDIA) 

 

SKILLS: 

• IDS Monitoring and Triage 

• SIEM Tools 

• Incident Response 

• Threat Intelligence 

• Vulnerability Assessment 

• Operating Systems 

• Network Administration 

• IPv4/IPv6  

• Routing & Switching 

• MS Office 

 

 

Soft Skills: 
 

Adaptability, Time Management, Work Ethic, Communication, Stakeholder Management 

 

WORK HISTORY 
 
➢ Project Title: Enhancing Security Monitoring Capabilities in Pravardh Pvt Itd Organization 

Duration: 6 months 

 

1. Implementation of Threat Intelligence Feeds: 

• Integration of external threat intelligence feeds into SIEM (Security Information and Event Management) 

system. 

2. Automation of Routine Tasks: 

• Development of scripts or automation tools to streamline repetitive tasks (incident response procedures). 



3. Enhancement of Incident Response Playbooks: 

• Review and update existing incident response playbooks to incorporate new threat scenarios and best 

practices. 

4.Improvement of Monitoring Rules and Alerts: 

• Refinement of SIEM correlation rules to reduce false positives and improve detection accuracy. 

Tools and Technologies Used: 

• SIEM: Splunk 

• Threat Intelligence Platforms: ThreatConnect 

• Incident Response Orchestration: Splunk 

• Network Traffic Analysis: Cisco Stealthwatch, Darktrace 

• Vulnerability Management: Rapid7 InsightVM 

• Forensic Tools: EnCase 

➢ Project Title: Strengthening Cybersecurity Resilience in Hinduja Hospital System 

Duration: 5 months 

1. Risk Assessment and Threat Modeling: 

• Conduct a comprehensive risk assessment of the hospital's IT systems, including medical devices, 

electronic health records (EHR) systems, and administrative networks.. 

2. Enhancement of Security Monitoring and Incident Response Capabilities: 

• Upgrade and configure the hospital's SIEM (Security Information and Event Management) system to 

provide real-time monitoring and correlation of security events. 

3. User Awareness and Training: 

• Conduct regular cybersecurity awareness programs and training sessions for hospital staff, focusing on 

phishing prevention, secure data handling practices, and incident reporting procedures. 

Tools and Technologies Used: 

•  SIEM platforms (Splunk) 

•  Endpoint Detection and Response (EDR) solutions (CrowdStrike) 

•  Threat intelligence platforms (ThreatConnect) 

•  Healthcare-specific compliance tools and frameworks 

•  Incident response and forensic analysis tools (EnCase) 

 

CERTIFICATES 
 

CompTIA Security+ 

Cisco certified Network Associate 

 

LANGUAGES 
 

Arabic  

English  

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 

 
 
 



 
 
 
 
 
 
 
 
       

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
 
 
 



          



 
     

 


